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Abstract

Improving the quality of digital health care through information and communication technology can mainly contribute to the
clinical, social, financial, and economic systems’ success, especially during the COVID-19 pandemic period. The co-design
approach, which unleashes the end-user power, can contribute actively in improving the healthcare systems. It deals with
understanding the user behaviors, requirements, and motivations through observation, inspection, task analysis, and feedback
techniques. Consequently, both the co-design and digital technologies might empower the management of patients’ health
and that of their families. The research strategy is based on a systematic literature review and meta-analysis to summarize
how the co-design methodologies handled the existing technology-based health systems for their improvement. Based on
the findings, we establish the following hypotheses: (i) A user-centered methodology for service implementation might offer
a promising tool to enhance the healthcare services quality before they be launched; (ii) Several limitations can affect the
co-design approach in digital health, such as a bias for a patients’ group. Efforts have been made to reduce this risk by iden-
tifying bias at an early stage, or different groups should be included in the test phase for example; (iii) Use decision-making
devices that handle technologies for patient and clinical healthcare solution
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1 Introduction due to conflicts, disease pandemics, and natural disasters

[5]. In most low to middle income earning states around

The concept of digital health is defined by different
researchers as the improvement of provision and delivery
of health services by using information and communica-
tion methods in monitoring the patients’ health and well-
being ([1-4]). Obviously, digital health is the adoption
of digital communication and information technologies in
collecting, sharing and analyzing health data to enhance
healthcare services and the patient’s health. A report
issued by the World Health Organization (WHO) states
that over 130 million individuals require humanitarian aid
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the world, a disease outbreak (i.e., such as in the COVID-
19 period) can lead to the crippling of their healthcare
structures, which are vital in attaining sustainable devel-
opment goals in relation to health. Making decisions in
such scenario should be informed and rapid, hence the
need for new technologies, especially those using Artifi-
cial Intelligence (Al), Internet of Things (IoT), computer
vision, etc. [6]. Recently, the Food and Drug Administra-
tion (FDA) has accepted some of the Digital Health Tech-
nologies (DHTs) used in chronic diseases, especially in
remote patient monitoring [7]. These technologies are now
being integrated with wearables and telemedicine to assist
in tracking symptoms, educating patients on health issues,
supporting fitness, and helping in the collaborative care
coordination, social distancing and disease management
[8]. The healthcare landscape is changing tremendously,
and there is a greater push for care based on value. On the
one hand, the acceptance of DHT by healthcare workers
is growing at a high rate, especially in the context of the
COVID-19 pandemic. In the other hand, co-design is an
approach of “collective creativity” with potential varied
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stakeholders, who are actively involved throughout the
entire development process [9], which is aiding to ensure
that this will meet the end-user’s needs and predilections.
Whereas, the providers of healthcare services, lack the
ability to adapt to changes occurring at run-time.

Currently, research on digital health design methods
gained attention from the knowledge that emerged from iter-
ative adaptation and implementation to the responses of the
clinicians and patients feedback [10—12]. Therefore, in this
work, we contribute to the literature, by offering, for the first
time, a systematic review of applied co-design techniques
in Digital Health Services (DHS). In fact, our contribution
aims at referring to the review in order to elicit the practi-
cal considerations for healthcare innovation and the actual
outcomes of existing innovations when deployed in prac-
tice. So, the healthcare innovators, applied health science
researchers, clinicians, and quality improvement special-
ists may refer to this manuscript detailing the DHS design
and development in cooperation with healthcare staff and
patients together by utilizing Al, IoT, 5G technologies, and
smart apps aid patients in the facilitation process of timely
and remote access to an appropriate DHS. Furthermore,
this paper aims at outlining the guidelines designated to get
patients engaged and involved in DHS supporting COVID-
19 pandemic combat.

The rest of the paper is organized as follows: Section 2
presents the motivation for our research study. Moreover, it
presents some technology solutions as well as the co-design
methodologies handling the digital health sector. Section 3
describes the research methodology that we are based on
during our systematic review. In Sect. 4, we classify the
state-of-the-art of co-design of DHT into information sys-
tem and automation service solutions. Section 5 presents our
findings relating to the literature review. Finally, in Sect. 6,
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we conclude the manuscript and we present some research
directions to support the battle in front of the COVID-19
pandemic.

2 Research study motivation

This section highlights, the technology solutions handling
the digital health sector, while addressing the growing need
for patient health care, such as interactive voice systems,
tracking information systems, robots, and chatbots for
e-transmission. Then, it deals with a set of co-designing
methodologies handling the user engagement into the digi-
tal health sector.

2.1 Combating the COVID-19 pandemic

Since the declaration of the COVID-19 disease as a global
pandemic, many researchers have launched various innova-
tions to adopt technology trends within healthcare systems.
As illustrated by Google Trends, the interest in digital health
has been increasing in the world since January 2020 (see
Fig. 1). As shown in Fig. 1, the search about digital health
strategies and techniques has grown during the COVID-19
pandemic propagation, whereby all governments and hos-
pital systems around the world want to adopt to replace
complex manual operations to support the fight against
the COVID-19 pandemic. Lately, the use of digital health
applied in most parts of the world for routine visits, and
to those who expose a high risk of spreading the disease,
digital health helps prevent the disease spread to the health
centers. Many digital solutions, such as 3D printing, which
helps in decision-making techniques, have been put in place
by many health centers such as hospitals, putting much effort
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into solving personal protective equipment’s inadequacy.
Monitoring COVID-19 patient systems allow doctors to
monitor COVID-19 patients at their respective homes; This
has helped reduce congestion in hospitals. The hospitals are
using IT experts to provide technical support to develop a
new method to help fight the disease on a short-term basis.
The use of a digital method is the most effective way to
fight this pandemic. Referring to [13-16], the governments
of different countries should use the following questions
to analyze the effects of COVID-19 and develop strategies
about the best possible way to handle such a pandemic in
the future:

1. How did the COVID-19 pandemic affect user require-
ments and behaviors?

2. What new care services deployed to handle COVID and
non-COVID case should be maintained in normal and
abnormal contexts?

3. How should experts expect the current models to handle
changes?

4. How do we maintain reliable operations to cope with
the future pandemics, including a potential decline in
COVID-19 in the winter?

In fact, the responses can give solutions to address the accel-
erated spread as of COVID-19 well as provide innovative
digital ideas for the same reason.

2.2 Technology solutions handling digital health
sector

Health literacy is the intensity to which people can learn,
process, and comprehend fundamental health knowledge and
services required in making critical health decisions [17].
Digital health literacy utilizes a similar definition but in
relation to technology. Digital health relates to the medium
used in delivering the information and how the recipient
understands this information. Technology solutions can be
utilized in increasing the transparency and access to infor-
mation, and in improving how patients communicate with
their healthcare service providers. Nonetheless, it is impor-
tant to understand how technology can be used to address

health literacy. According to the best practices of improving
health knowledge, providing patients with information is not
enough ([18, 19]). To ensure effectiveness, technology solu-
tions should not only improve numerical and literacy skills,
but they should also improve critical and functional skills.
For instance, these technologies should improve shared deci-
sion making, improve communication with healthcare ser-
vice providers, and assist in navigating the healthcare system
[20]. Table 1 contains examples and opportunities for vari-
ous modern and emerging technologies being utilized in the
healthcare sector. Artificial Intelligence/Machine Learning
(AI/ML) is providing opportunities to improve the health-
care industry [21]. AI/ML can also be applied in improving
health systems literacy skills based on the various dimen-
sions of health management such as behavioral, medical,
social, and demographic signatures of a person [22]. It can
be incorporated into monitoring personality traits and learn-
ing preferences to create a dynamic and personalized experi-
ence. When using AI/ML, one signature for each patient can
be created [23].

In the last 5 years, over $30 billion has been invested in
Al by companies such as Microsoft Facebook, and Google,
and 90% was allocated to research and development [24].
Since there is a huge interest in such technologies, especially
in the healthcare industry, many vendors who claim to be
using Al are approaching individual practitioners and hospi-
tals. It is important for buyers to beware since, in most cases,
the algorithm used is basic with no implementation of Al. Al
can be utilized in the healthcare system since it can handle
and optimize large and complicated data sets collected in
complex environments. It can also be used in patient care by
monitoring the several measures that are subject to change.
Most of these steps involve both human interaction and the
use of machines making them less deterministic and more
stochastic compared to traditional systems. To manage such
variations, it is essential to have a centralized and predic-
tive command and control system that can manage large and
complicated data sets and continually learn through experi-
ence by optimizing the algorithm used to make predictions.
Moreover, the human—Al interfaces gains some degree of
human-like cognitive, self-executing, and self-adaptive capa-
bilities and autonomy, and generating unexpected outputs

Table 1 Technology solutions for the digital health sector (cited from [20])

Technology Opportunity

AI/DL Deep learning methods for COVID-19 diagnosis (e.g., anatomy of lung via CT and X-ray scans).
AI/ML Learning algorithms that lead to highly customized healthcare plans.

Voice Using voice and natural language processing to improve communication.

Wearables Detecting atrial fibrillation

Remote monitoring Blood pressure.

Apps Connecting knowledge, sight, and communication with the decision-making health domain.
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that require non-deterministic interactions [11]. A good
example is UCHealth in Colorado, which is a health system
that delivers a high-quality patient care as well as a high-
quality patient experience. It utilizes Al to optimize surgical
schedules [25]. The Al system evaluates historical infor-
mation and the future demand to create predictions in the
operating room. Since the inception of this technology, the
operating room has recorded an increase in revenue by 4%
by increasing block releases by 47%. Additionally, through
this system, six more surgeons have been absorbed through
optimization and not an increase in staffed operating room
block allocations [26]. Recently, the Deep Learning (DL)
methods using different medical imaging modalities like
Computer Tomography (CT) and X-ray scans might serv-
ing for COVID-19 diagnosis [27-29].

2.3 Co-design methodologies

Sanders and Stappers used the term “co-design” to refer
to collective creativity as it applied in the entire design
process [9]. In a co-design approach, diverse experts, like
researchers, designers, developers, and expert managers
[30] are included directly in the product concept. In many
service design projects, co-design is seen as a success key
and promotes user satisfaction. In the co-design approach,
users are therefore engaged directly throughout the design
process of product development. In the healthcare sector, the
state-of-the-art approaches aimed at developing and evalu-
ating new service models, with the goal to help people to
better experience and engage in their well-being and in the
management of their health and that of their families. First,
the co-design was intended to increase the value of the con-
sumer. Secondly, it was a vision to stimulate patient fami-
lies’ creativity, and could encourage their doctors to think
more creatively. Briefly, the expected benefits of co-design
are to produce innovative ideas as input for new service
creation. The goal of organizing co-design is to promote
the commitment of patients involved in the service design
project to enhance healthcare processes. In order to further
support the co-design practices during the service design
phase, there is a need for understanding methods and tools
to decide on selecting a design strategy to adopt. Several
strategies have been proposed to collaborate with end-users
to better realize the potential of co-design, such as organiz-
ing workshops, focus groups, and/or interviews for patients
and their families, gathering patient diary studies, making
usability tests and/or cognitive walkthroughs, etc. In fact,
one uses such techniques in order to recognize issues, to
suggest opportunities for establishing a new design over an
existing product. It is worth noting that it is crucial to iden-
tify the right people to be involved in measuring, evaluating,
and improving experience. End-users can have many roles
in a design process, such as user, tester, manager, admin,
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and designer [31]. Similarly, Pahl et al. [32] specified that
the engineering design methods must integrate the priorities
of the end-user. As illustrated in Fig. 2, according to Pahl
et al., the system design process starts with user needs and
involves the user’s engagement. In this context, we sum-
marize: (1) some theoretical underpinnings of engagement
techniques and (2) co-designing tools for collecting, analyz-
ing, and presenting patient experience data in DHS in order
to optimize the engagement with co-design that impact the
clinical outcomes (Table 2).

1. Software-In-the-Loop (SIL): It is much better to build a
digital service by using an existing built at a very early
stage. In other words, one can improve an existing pro-
ject where the strategy for implementing the service has
already been developed. In addition to the features to be
implemented and the internal workflow and assigned
roles. Moreover, all end-users’ choices, recommenda-
tions, and final experiences have been documented. This
initial investment helps to start delivering and grow-
ing the service organically, reducing the level of risk
taken. The initial phase is to incorporate the collected
production code into mathematical simulations, giving
engineers useful, practical for analyzing the multipart
systems’ detailed plans. Engineers can substitute the
costlier systems by analyzing and altering their original
test codes using directly connected software to digital
systems. The prior testing of the organization software
before installing the hardware part fastens then the
development process. More efficient software developed
to function by SIL enables the detection of a defect at an
early stage.

2. Human-In-the-Loop (HIL) is defined as a model that
requires human interaction allowing participants to
interact with realistic models and attempt to perform as
they would in an actual scenario [34]. HIL also refers
to the need to have a certain degree of human supervi-
sion in fields where errors can cost much more than just
profits such as Al and ML based systems.

3. Re-configurable systems: System configurability is the
technique used to design a customizable model/system
that specifies how different end-users perform similar

Table2 Functional, quality, and emotional user’s requirements
according to Morsi et al. [33]

Functional require- Non-func- Emotional requirements
ments tional require-
ments
Check the well-being Usability Assured
Provide health care Accessibility  Health care for

Unobtrusivity
Portability

Be accurate Unambiguous

Be reliable Secure and safe
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Fig.2 User-based approach

adopted from Pahl et al. [32] g User Needs Design || Evaluation | __| End Product
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functions. Therefore, the systems can be personalized
after manufacturing to fit a specific users’ require-
ments to be used more efficiently for them. This method
involves a configuration phase followed by an execu-
tion phase or have concurrent (partial) configuration and
execution [35].

Model-in-the-Loop (MiL): In the early stages of MiL.
testing, not only the environment components, but also
the test object are only available as an executable or
mathematical model. MiL tests can be run on standard
PCs and used for the creation of functions that will not
be realized with future software [36].
Hardware-in-the-Loop (HaiL) tests differ from previous
procedures in that the system to be tested is usually a
real component that is integrated into a simulation envi-
ronment. Individual components of the environment,
such as actuators or sensors, may also be available as
real hardware if they are difficult to model or their cor-
responding models are not guaranteed to be real-time
capable [37].

Personas The Personas technique can be adapted to
support the development of human-centered Al appli-
cations for Al toolbox. The toolbox contains guidelines
and material supporting persona development for Al as
well as templates and pictures for persona visualization.
It is ready to use and freely available to the international
research and development community [11].

Cognitive walkthrough (CW) is an efficient method that
allows obtaining feedback on an innovative service at
early stages, by walking some stakeholders through the
new desired experience and asking them to comment.
The walkthrough definition just requires some low-
fidelity expected interfaces or sketches to support the
explanation. Wharton et al. [38], suggested the following
CW analysis questions:

(a) Will the user attempt to accomplish the goal of
the task (does the user understand that this task is
necessary to accomplish the business goal)?

(b) Will the user note that the right feature is avail-
able. For example, is the logo exists?

(c) Will the user understand and be aware that the
wanted task can be accomplished by the feature?

(d) Does the user get feedback? Will the user know
that they have done the right requirement after
performing the function?

8. Backcasting Is a method often applied in a workshop
form with stakeholders participating. According to J.
Holmberg and K. Robert, backcasting is “a method in
which the future desired conditions are envisioned and
steps are then defined to attain those conditions, rather
than taking steps that are merely a continuation of pre-
sent methods extrapolated into the future” [39]. When
problems at hand are complicated and when existing
patterns are part of the problems, backcasting is helpful.
The planning starts with a determination of the require-
ments. Then, it consists of collecting insights in a stra-
tegic way.

9. Prototyping Digital health prototypes might inform and
learn users about the new or redesigned features. If the
prototype is robust or mature enough to be deployed, it
will be more clear and easy to use. Both patients and
clinicians need easy access to the development team via
a message module [40].

Involving patients in making-decisions regarding digi-
tal technology for health services was through a range of
engagements blend participatory action research methods
with design thinking to co-design [41-43]. In this context,
Table 3 illustrates best practices for involving patients in
making-decisions’ regarding digital technology for health
services. Such practices facilitate the user research inter-
views through a range of engagements that blend par-
ticipatory action research methods with design thinking
to co-design and somehow this will be connected to the
COVID-19 research.
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Table 3 Best practices for DHS co-design and illustrative examples for COVID-19 combating

Concept

Definition and illustrative example

User eXperience (UX) research [44]

Apply research to who, what, what methods (how), and who it is being carried out on.

In the context of COVID-19 combat, one can also specify how the user interacts with
medical and paramedical personnel.

Defining and representing specific activities [45]

Concerns the encouraging case and developing instructions based on UX research. For

instance, developing the preventive instructions for combating COVID-19 pandemic.

Building a user centricity [43]

Develop a user-centered organizational culture to offer a specific role in decision mak-

ing to users who do research and design. Indeed, knowing, creating, evaluating, and
empowering COVID-19 patients’ centrality.

Collecting quantitative and qualitative data [46]

Potential users gather information, from groups of people, about their requirements,

desires, and expectations in an organized and standardized way through questionnaires

and interviews. Regarding COVID-19 issue or innovation, there are several data collec-
tion platforms where individuals can report symptoms that may represent a COVID-19
infection as well as track COVID-19 excess deaths across countries.

Conducting brainstorming [47]

Serves to control the individuals you support via a group of discussion and provide

prototypes and mock-ups for them for developing new applications. In order to combat
COVID-19 pandemic, a group can discuss how to return to school following the
COVID-19 shutdown, for example.

Conducting a Competitive user eXperience (CX) [48] Competitive analysis provides strategic insights into the features, functions, flows, and
emotions elicited by your competitors’ design solutions. Encourage a competitive
experience of the user, which will help to apply the integration of health care and ask
the COVID-19 patients to rate service importance.

Conducting design charrette sessions [49]

A design charrette session is an intensive, hands-on workshop that brings together people

from various disciplines and backgrounds, as well as members of the community, to
explore design options for a specific area. This may help healthcare clinic leaders rede-
sign their services to combat COVID-19 pandemic.

Conducting focus discussion groups [42]

A focus group is a small-group discussion facilitated by a trained facilitator. It is used to

learn about people’s perspectives on a specific topic and to guide future action. Bring
together a group of expert stakeholders to address COVID-19 pandemic issues and to
discuss the needs of the patients. Also, conducting COVID-19 safe focus group discus-

sions.

Conducting on-site observational visits [50]

Observing on-site where creativity can be used to gather metrics from different stake-

holders. For instance, observing on-site COVID-19 patients by asking how the health-
care service runs? And what patient and staff perspectives might be? The computer-
assisted audit techniques, electronic workpaper binder systems, email, robotics, and
the advent of data analytics enabled auditing to be more efficient while still remaining
effective in term of audit objectives.

3 Research methodology

We introduce our literature survey with systematic
review guidelines on co-design in digital health research
via using technologies aimed at improving the quality
of health care. Indeed, information and communication
technology can contribute mainly to the success of the
clinical, social, financial, and economic systems. In fact,
one shall look for new ways of overcoming the inconsist-
ent processes across the healthcare system such as the
duplicated work and the inability to identify cost savings
and uncover opportunities for increased revenue. We fol-
low the Preferred Reporting Items for Systematic Reviews
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and Meta-Analyses (PRISMA) for the state-of-the-art
analysis [51]. The systematic review aimed to identify
relevant studies focusing on co-designing in the domain
of digital health. The review methods were guided by
PRISMA (see Fig. 5). PRISMA is an evidence-based list
of items that should be reported in systematic reviews
and meta-analyses.

3.1 Step 1: Data sources and retrieval

The search was conducted in four electronic databases:
Web of Science (WoS), PubMed, Scopus, and EBSCO-
SocINDEX, including papers published between 2005 and
2020. Figure 3 shows the numbers of papers retrieved from
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Fig.3 Data Sources for 45
Co-design in Digital Health
Research 40
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Fig.4 Key Search Terms

each database. The key search terms are depicted in Fig. 4.
To identify articles, we searched for the explicit use of the
free-terms “co-design,” “collaborative design,” “participa-
tory design,” “creative design,” “creative collaboration,”
“digital health,” “e-health,” “electronic health,” “technol-
ogy health,” and “technological health” such as Al, IoT, 5G,
Machine learning, and Remote monitoring. Furthermore,
in this research study, we were seeking research articles in
which articles’ authors obviously recognize their develop-
ment method as co-design of digital health technologies.
However, some research articles were excluded, in case they
did not meet the main goal of this paper, and/or were tech-
nology-based design solutions for physical health instead
of digital health. To reduce the risk of failing to recognize

EEIRT3

Creative Collaboration

Innovative Design

PubMed EBSCO

Scopus

Machine
Learning

Digital Health
E-Health
Electronic Health

Design Together

Design Thinking

relevant reviews, we performed a manual search of key jour-
nals and reference lists in recent reviews and guidelines that
were grasped by the initial literature search. An inclusive
database search for individual PRISMA was also conducted
to define new appraisals/experiments that were published
with highly cited in peer-reviewed regarding the sample of
task force guidelines and systematic reviews. These database
searches, followed the same processes as mentioned above.
Each fetched title, keywords, and abstract was reviewed
for significance and relevance to this research study and
removed duplication, before carrying out full-text screening.
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Fig.5 PRISMA Flow Diagram
for Co-design in Digital Health
Research
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3.2 Step 2: Data collection

The search results returned 139 papers; these papers were
distributed between the four databases shown in Fig. 5. The
duplicate articles were removed from the data collection and
left 103 unique papers. Investigation of the abstracts, titles,
and keywords specified 66 papers that did not meet the inclu-
sion criteria described in the next paragraph. The remaining
37 papers were read in full-text, and further 15 papers were
excluded. In total, 22 papers were included. Inclusion crite-
ria comprised different types of publications in the selected
databases that observed digital health via digital and mobile
technologies in substantial ways. According to the WHO
[52], digital health is based on four key users, namely (1)
Users of health services, including health promotion activi-
ties, (2) Healthcare providers who are members delivering
health services, (3) Health system, and (4) Resource manag-
ers, who are involved in the administration and control of
public health systems and data services to support a variety
of activities related to data collection, management, use,
and exchange. Publications were included if they addressed
trending technologies in the health sector, including Al/
machine learning, IoT, Apps, and Remote monitoring. Some
publications were excluded if the main ideas were mentioned
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and discussed only as examples or widespread of a general
discussion of digital health or technologies and in passing.

3.3 Step 3: Data analysis and results synthesis

The collected data were analyzed manually and a meta-
analysis was carried out by authors’ observations based on
the flowchart process of PRISMA (see Fig. 5). Our principal
analysis aimed to explore (i) the effect of digital health on
varied stakeholders (patients, providers, and medical and
paramedical staff in the health sector), (ii) the effect of four
main categories of digital health via trending technologies
based on co-design tools/methods complexity, and (iii)
how the recently co-design methodologies handle existing
health systems and technologies in order to innovate for their
improvement and consequently pave a pathway for success
versus the COVID-19 pandemic. The objective of our sec-
ondary analysis was to identify the impact of the use of the
health digitization methods for regular low acuity visits or
high-risk patients who need to avoid exposure crowded and
contagious clinical sites. The authors have discussed the
findings iteratively, disclosing the association between each
digital health issue and co-design methodologies via using
technologies. Further details about data results are presented
and synthesized in the discussion section.
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4 Literature survey results

This systematic review has certain limitations. In fact, it was
designed and built based on four restricted electronic data-
bases. We did not consider “Gray literature,” which might
offer pertinent material and information from international
health organizations (i.e., WHO, Global Forum for Health
Research, Foundation for Innovative New Diagnostic) and
non-governmental organizations (i.e., Save the Children
U.K., FDA, International Crisis Group, etc.). Moreover,
the news media and social media networks were not been
reviewed. A further limitation was that many papers were
qualitative and addressed personal perspectives as opposed
to empirical studies. Such studies should be considered to
better understand these dimensions, which could influence
the authors’ point views by the selection of papers. There-
fore, such restrictions are inherent to this kind of research
and caution is needed in generalizing the findings (see
Sect. 5).

4.1 Co-design for DHT at a glance: a reflection
on the literature

According to the WHO [53], healthcare and public health
policy should be adjusted in regard to how they are designed
and delivered to do things differently and come up with new
ideas. Therefore, the idea of the “digitally engaged patient”
serves as a good place to start. Digitally engaged patient is
a term used by Lupton [54] to describe “lay people that are
ideally willing to seek relevant health and medical infor-
mation actively, engage in their own health care and take
up behaviors that preserve and maintain good health, in the
attempt to shift burden of such responsibilities from the
state to the individual.” Moreover, Greenhalgh et al. [55]
encouraged people to freely engage in self-care activities
utilizing digital health technologies in order to enhance
their productivity, pleasure, and health. Related to Urban

Table 4 Co-design in digital health systems development

[56], older persons are increasingly using heart rate track-
ers, which were initially made for the aim of maximizing
physical exercise, to keep track of their bodies’ activities
and performance. As a result, the principles embodied in
digital health technologies urge the user to become a “patient
who is digitally engaged” [57]. These studies concluded
that the co-designed ideas of community hub digital health
interventions and digital video consultations could reduce,
rather than intensify, health and well-being difficulties in
the community. The idea is based on entailing the participa-
tion of stakeholders and end-users in various stages of the
development cycle of a solution or service using specific
techniques (i.e., interviews, surveys, focus groups, brain-
storming sessions, co-creation workshops, iterative designs,
etc.). In this context and based on [58, 59], a wide range of
various researches are currently available and function for
digital health care, we will detail, as shown in Table 4. The
main aspects that deal with the co-design principles include:

e Establishing co-creation There exists a group that helps
coordinate contributions by different partners;

e Engaging the stakeholders There exists a group of pro-
viders that facilitates induction within the context of their
work;

e Offering open data Working with a user-friendly inter-
face for inputting data by participants;

e Sustaining the software or service Identifying stakehold-
ers who are able to sustain and improve the services.

As illustrated in Table 4, several proposals dealt only with
the principle of engaging the stakeholders, such as [60—63].
BlueStar [60] was the first smartphone application in the
United States to receive approval from the Food and Drugs
Administration to care patients with diabetes mellitus. It
investigates the individual digital health needs through a
focus group discussion. Similarly, Koyama et al. [61], sug-
gested and built a system, which through a remote had the
ability to communicate using videos, images and voice

References DHS Co-design principles
[57] Application Engaging stakeholders
[60] Mobile application Engaging stakeholders
[61] Remote monitoring application with central- Engaging stakeholders
ized architecture
[62] Application Engaging stakeholders
[22] IoT and Machine learning based application Engaging stakeholders, establishing co-creation, and offering open data
[66] IoT-based service Engaging stakeholders and offering open data
[64] Mobile location-based service Establishing co-creation, engaging stakeholders, and sustaining the service
[63] Platform based IS Establishing co-creation and engaging stakeholders
[65] Application Establishing co-creation, engaging stakeholders, and sustaining the application
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notes, auto-uploading essential data and referencing and
finally, drip infusion control. The proposed system was
based on engaging the stakeholders through distributing
a set of open-ended questions. Lowry et al. [62] adopted
the health record systems in hospitals. Their proposal high-
lighted the importance of the users’ interactions, particu-
larly they may be mainly for pediatric care. It is essential
to consider the recommendations concerning identification,
vaccination, newborn care, and radiography. Experts in vari-
ous relevant fields provided a critical review via engaging
all stakeholders. Andersen [63] developed a mobile and a
web app that ensured proper coordination and communica-
tion between the medical professionals and the patients. The
App has enabled cardiac patients to access the feedback from
their most convenient places, even while traveling. Andersen
collaborated with a combination of professionals in various
fields who help to develop a digital platform while focusing
on establishing co-creation principles (see Table 4). Simi-
larly and with COVID-19 pandemic propagation, Otoom
et al. [22] focused also on the engagement of stakehold-
ers, establishing co-creation as well as the offering open
data, by developing a system that contains sensors detect-
ing the temperature, audio motion of the heart, and oxy-
gen sensors to help detect symptoms of COVID-19. While
other researches like [64, 65] were focused on establishing
co-creation, engaging the stakeholders, and sustaining the
software or service (illustrated in Table 4).

Kakkar et al. [66] combined cloud and IoT technology
to find a healthcare service for children. Considering that
specific child faces issues to express their needs, the authors
proposed a model where they use wearable IoT devices to
detect the blood pressure and heart rate. The collected data
is transmitted to the parents and their respective registered
physicians based on the event triggers. Pervasive monitor-
ing of health data might collect huge amounts of data, so
proposed decision algorithms would raise alert notifications
and forward the conditional data for further interactions.
End-users collaborate to improve the proposed architecture
by offering multiple choice questions to both parents and
doctors.

4.2 Applied co-design techniques in DHS: a survey
of the literature

Holzinger, in [10], suggested that interactive machine learning
(iML) helps interacting with agents and consequently it can
optimize their learning behavior (i.e., The author adopted the
HIL methodology of co-design approach). He specified that
iML can be of particular interest to solve problems in health
informatics. For example, the doctor-in-the-loop can help,
where human expertise and long-term experience can assist
in solving problems which otherwise would remain NP-hard.
Therefore, the author emphasized that successful application
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of machine learning for health informatics requires the effort
of experts from seven different disciplines including data sci-
ence, machine learning algorithms, graph theory/network sci-
ence, computational topology, entropy, data visualization and
visual analytics, and privacy, data protection, safety, and secu-
rity. The authors, in [12], presented a co-design framework
for healthcare innovation, which is divided into seven steps
within three stages: (1) pre-design including the contextual
inquiry and preparation and training; (2) co-design consisting
in framing the issue, generative design and sharing ideas; and
(3) post-design comporting the data analysis and requirements
translation. They used Personas to support the co-designing
care interventions within the health applications. The aim of
the work described in [65] was to develop a prototype of game-
based eHealth intervention to address the psychological needs
of young people with long-term health conditions in New
Zealand. The game was based on the principles of cognitive
behavior therapy (CBT), where during the first phase of the
study, up to 48 young people were invited to participate in a
3-stage series of co-design workshops. In the second phase of
the study, a further 20 young people were recruited to evaluate
its acceptability, usability, and preliminary efficacy. Georgs-
son et al. [67] suggested an improved Cognitive Walkthrough
(CW) approach for starting validation with a Think Aloud
protocol (TA) to evaluate the effectiveness, efficiency, and
user acceptance in a case study of diabetes patient users using
a mobile Health (mHealth) self-management application.
Indeed, the TA protocol is a tool used in product design and
development to collect data in usability tests when involving
participants thinking as they are performing a set of specified
functions. Diabetes patients can monitor blood sugar levels,
insulin, food, and physical functions using the mHealth appli-
cation. The mHealth app uses a Bluetooth network to transmit
data related to sugar levels in the blood to the glucometer or
manually entered. The app displays the results in a graphi-
cal presentation, allowing the patient to critically analyze the
diet’s conditions and make the proper decision. The feedback
is reported back by the display of some coolers, for example
the red shows that the blood sugar is below the required level,
green indicates normal level while the yellow shows that the
blood level is above the required level. The TA protocol is
used for user testing. Thus, users may complete a set of rep-
resentative tasks during their interactions when verbalizing
their thoughts. Recent research on COVID-19 suggested that
CT imaging might be useful to assess disease progression in
addition to diagnosis the disease. Brown et al. [64] proposed
a co-design approach to create a DHT service such as Mobile
location-based service for people with dementia to support
their everyday activities. In this study, the authors, first, set out
to understand the experiences of people living with dementia
and their careers using semi-structured interviews. Secondly,
they followed a systematic review process (i.e., systematic
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review guidelines and steps) in order to support the patients’
participation when designing digital health services.

5 Discussion and research findings

Our results have implications for policy makers, practition-
ers, researchers and digital health organizations who want to
implement DHTs. Indeed, as illustrated previously, the user-
centered design framework provides a robust yet under-used
framework for the review of current and potential methods
for developing tools for patient usage. Indeed, co-design as
a concept is usually utilized to accomplish collective crea-
tivity. In addition, the ability to improve the service usabil-
ity requires to explore variation in stakeholder perspectives
with and across disciplines. Thus, the co-design methodol-
ogy necessitates dynamic design process construction and
design tool selection in response to stakeholder perspectives.
Moreover, the stakeholders may collaborate around design-
ing, developing, and delivering innovative digital healthcare
services to work in real life. Indeed, as depicted in Table 4,
clinicians and health organizations’ staff must be convinced
of the opportunities to co-design digital health technology
tools and to re-configure their workflows as many studies
have attempted to use.

1. Mobile Ad-hoc NETworks (MANETS) are prevalent
in healthcare monitoring of high blood pressure, high
cholesterol levels, and various heart conditions like syn-
cope, third murmurs, atrial fibrillation, etc. The char-
acteristic mobility of the health monitoring devices, as
well as the inherently dynamic network topology, can
improve health outcomes by providing personalized ser-
vices to meet patient needs, reducing communication
gaps, and improving patient engagement in caregiver
care and self-care [68];

2. IoT plays a crucial role in the healthcare sector by using
sensors to monitor the condition of a patient and utiliz-
ing historical data to understand the health conditions of
a patient [66, 69, 70]. Through IoT, computing devices
are interconnected, and data can be transferred from
one location to another. Additionally, IoT is improving
communication by reducing human to human interaction
and human to computer interactions. Sensors are uti-
lized in different forms, such as security systems, home
appliances, lighting fixtures, thermostats, smart home
systems, covering devices, and hospital systems. These
devices can also be connected to other systems, such as
smartphones and smart speakers. IoT sensors are mainly
used in the healthcare industry to manage the flow of
patients;

3. Social media in the public health sector is so crucial,
because it generates real-time sensitive data. Thus, it can

be considered as a sensor for infectious disease moni-
toring and detection. The different technologies used,
obviously, help in improving machine to machine com-
munication, exchange of information, data movement,
and data interoperability. Effective use of such technolo-
gies has led to a decline in the number of patient visits,
hence improving allocations and planning [71] as well as
to underlie the co-design methodology. However, several
important limitations can affect the co-design approach
in digital health, such as bias for a group of patients.
According to Nusir et al. [72], efforts to reduce this risk
should therefore be made by identifying potential bias
in advance, providing standardized procedures, using
external sources for task recognition, and involving
other researchers in task creation and validation, results
coding and interpretation, as well as guideline reviews.
When multiple participants are involved in the testing
process; Consequently, many tests will be done, this can
increase the likelihood of discovering innovations. In
other words, it should evaluate the proposed system for
different scenarios to be sure that is an effective one. By
using decision support apps, disease management can
be done outside the hospital easily, and it also empow-
ers patients to optimize their conditions. Nonetheless,
the key to the success of them lies in how complex and
user-friendly they are for patients. Recently, U.S. Food
and Drug Administration (FDA) released a draft cover-
ing some critical and significant recommendations con-
cerning the use of patient and clinical decision-making
devices [73], such as:

e Developing approachable and non-harmful designs
of devices used;

e Selecting the most suitable themes and colors of
devices;

e Developing modest and attractive designs of
devices;

e Complying with UI principles which includes,
using well recognizable icons, readable and inclu-
sive large fonts, high-quality images while design-
ing the healthcare devices.

For IoT-based healthcare solutions, there are several ena-
bling technologies:

e Grid or Cloud Computing may provide ubiquitous
access to common resources for performing opera-
tions to meet different needs;

e Big Data can help increase health analysis effi-
ciency and monitoring instruments and systems;
this is made possible by dealing with a large
amount of medical sensors’ data;

e Big Data can include huge amounts of essential
health data generated from diverse medical sensors
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and provide tools for increasing the efficiency of
relevant health diagnosis and monitoring methods
and stages;

e Doing simple, intuitive, and attractive designs;

e Networks for short-scale communications (e.g.,
WPANs, WBANs, WLANs, 6LoWPANs, and
WSNs) and large-scale communications (e.g., any
kind of cellular network) might be part of the infra-
structure of the IoT-based healthcare network;

e Wearables can achieve patient engagement and con-
sequently, population health improvements can be
facilitated;

e The DL and ML should be the future health tech-
nology investments and the healthcare responsibles
must deploy to have Al help with clinical decision
making and to predict patient outcomes;

e Al-based algorithms can be developed and used in
personal healthcare monitoring. Additionally, in
order to better predict disease outbreaks in advance
based on logged healthcare data.

5. The large-scale adoption of such technologies also pre-
sents an enormous and unimagined potential for novel,
unforeseen threats. Therefore, all stakeholders - gov-
ernments, policymakers, and industry - must work with
academia to ensure that new technologies are developed
with these potential threats in mind and that the secu-
rity, traceability, transparency, explainability, validity,
and verifiability of Al applications in our everyday lives
are ensured. It is the responsibility of all stakeholders to
ensure the use of trustworthy and ethically reliable Al
and to avoid the misuse of Al technologies [74, 75].

Finally, one can conclude, first, the strong relation between
the implemented functional and non-functional require-
ments from presented solutions and the enabling technolo-
gies (see Table 2). For example, it is possible to verify that
most of the big data platforms handle data management and
processing. Cloud computing platforms might handle data
access and service management. Second, the most proposed
digital technology solutions are concerned with scalability,
configurability, extensibility that is mostly offered by big
data-based solutions, and interoperability mostly offered by
IoT-based solutions. Third, the implementation of such solu-
tions must be done carefully to reduce harms.

6 Conclusion and future directions

The results and observations showed the importance and
the limitation of critical and significant recommendations
that should be followed by those involved in digital health
technology research and management. We concluded that
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there is a strong relationship between functional and non-
functional requirements implementing DHT solutions and
these enabling technologies. For instance, mobile apps are
designed to promote user flexibility in the domain of health
systems and enabling technologies like Cloud Computing,
Big data, IoT, Al, networks and wearables. In addition, we
noticed that digital health technology research is an extraor-
dinary opportunity to promote an effective change in order
to avoid the Infectious transmission diseases (i.e., COVID-
19), which are commonly transmissible through direct touch
or contact. With the advent of the COVID-19 pandemic,
researchers have turned to digital health technologies to
help both medical staff and patients track disease transmis-
sion and analyze the disease symptoms. In this context, we
plan to address the COVID-19 pandemic by developing a
novel framework taking into consideration the current digital
technologies. Indeed, we aim to conduct research on how to
enable healthcare organizations to process social media data
in real time and to develop a model that manages the data
and can reliably detect COVID-19 disease cases.
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